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Abstract: Cloud cover assessment is crucial for meteorology, Earth observation, and environmental
monitoring, providing valuable data for weather forecasting, climate modeling, and remote sensing
activities. Depending on the specific purpose, identifying and accounting for pixels affected by clouds
is essential in spectral remote sensing imagery. In applications such as land monitoring and various
remote sensing activities, detecting/removing cloud-contaminated pixels is crucial to ensuring the
accuracy of advanced processing of satellite imagery. Typically, the objective of cloud masking is
to produce an image where every pixel in a satellite spectral image is categorized as either clear or
cloudy. Nevertheless, there is also a prevalent approach in the literature that yields a multi-class
output. With the progress in Machine and Deep Learning, coupled with the accelerated capabilities
of GPUs, and the abundance of available remote sensing data, novel opportunities and methods for
cloud detection have emerged, improving the accuracy and the efficiency of the algorithms. This
paper provides a review of these last methods for cloud masking in multispectral satellite imagery,
with emphasis on the Deep Learning approach, highlighting their benefits and challenges.

Keywords: cloud masking; deep learning; machine learning; image analysis

1. Introduction

Cloud cover evaluation is a crucial task in meteorology and Earth observation, as it
provides valuable information for weather prediction, climate modeling, and environmental
monitoring [1–3]. Depending on the application, cloud contaminated pixels must be
recognized and valued to contribute in the scientific understanding of the atmospheric
processes, or they must be removed to not affect advanced processing of the satellite
imagery e.g., for land monitoring objectives and most remote sensing activities.

The importance of cloud screening is not limited to the most common contexts; in fact,
considering that clouds are present on almost two-thirds of the Earth [4], cloud recognition
is also an essential task in the detection of ultra-high-energy cosmic rays (UHECRs) from
ground observatories and space missions [5–9]. One of the main concerns is the pres-
ence of clouds in the ultraviolet telescope field of view that can affect night-time indirect
measurements of the UHECRs and Cherenkov radiation, and UHECR energy/direction
reconstruction phases. Meaningful parameters, like cloud cover and cloud top/bottom
height, can be retrieved from the data of the purpose-built spectral sensors [10,11].

There has also been a growing interest in characterizing cloud distribution in order
to optimize the management of photovoltaic (PV) systems. The presence of clouds causes
fluctuations in the efficiency of PV by attenuating the solar irradiance reaching the panels.
Cloud cover and solar irradiance nowcasting allows the estimation of PV power generation,
optimal grid and battery management, and the optimal scheduling and use of the power
generated by the different units [12–14].
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In general, the cloud masking process aims to generate an image in which each pixel
in a spectral satellite image is classified as either clear or cloudy. However, a multi-class
output is also common in the literature, where image pixels are classified according to the
type of clouds or the type of objects: land, cloud, clear sky, cloud shadow, haze, ice/snow.

In the past years, when the public access to the remote sensing imagery was limited to a
very reduced number of images, cloud cover retrieval was carried out with the intervention
of a human operator. Approaches that rely on manually classified images are not only
time consuming, depend on the expertise and discretion of the operator, on the criteria
used to distinguish ambiguous cases such as clouds over ice/snow, thin clouds versus
haze/aerosol, and on how to deal with intrinsic cloud problems such as the blurred nature
of cloud edges.

Subsequently, as a consequence of the large amount of remote sensing data available,
such as Terra-Aqua, Landsat, Sentinel open access archives (e.g., Landsat since 2008 [15]),
more accurate automatic cloud masking codes have been developed, proposing algorithms
for single or multi-temporal scenes. The most widespread traditional methods are known
as rule based or thresholding techniques. These approaches apply thresholds to a selected
set of image spectral bands according to fixed rules linked to physical properties of clouds.

Advancements in artificial intelligence methods and the acceleration of GPU, have
provided new opportunities and methods with improved accuracy and efficiency. In this
paper, we introduce the application of Machine and in particular Deep Learning methods for
cloud masking, highlighting their advantages, challenges, and future prospects. However,
some traditional methods will be briefly presented below, as they represent the reference
methods for comparing the results of the latest approaches.

This paper is structured as follows. Section 2 introduces the approach utilized by
classic thresholding methods that rely on spectral information. Section 3 presents the most
common Machine Learning algorithms employed in cloud detection. Section 4 focuses on
Deep Learning techniques, providing an examination of their role in cloud detection for
the generation of dense masks. Section 5 critically addresses challenges associated with
data quality and labelled data, emphasizing their pivotal role in enhancing the accuracy
and reliability of Machine and Deep Learning models. Finally, Section 6 summarizes the
challenges and future prospects in cloud masking applications.

2. Thresholding Methods

Traditional cloud detection approaches generally use combinations of multi-spectral
information derived from solar reflectance and thermal emissions. These methods are based
on the general spectral properties of clouds compared to those of underneath elements.
Cloud reflectances are generally higher in visible spectral bands than most cloud-free
Earth’s surfaces, while cloud-top thermal radiances (Brightness Temperatures, BT), when
available, are lower than the cloud-free surface temperatures [16,17].

Fixed or adaptive thresholds on BTs, BT-Differences and BT ratio, are applied to per-
form multi tests, which when combined with the results of those on solar reflectance bands,
according to fixed rules, contribute to determine the final output mask. The band tests take
into account different cloud and scene types [18–20]; however, there are conditions where
cloud detection is not a straightforward process, such as clouds over ice/snow due to their
similar radiative appearance, or very transparent cirrus (Figure 1), whose temperature is
affected by the underlying atmosphere. In general, the radiance BT received by a sensor in
the thermal infrared (TIR) band would not be exactly that emitted by the cloud top, espe-
cially in the case of cirrus, very high thin clouds, where the measured radiance represents
the temperature of the underlying objects (lower thick clouds or surfaces). Therefore, in
this case, some correction algorithms based on the radiative transfer process are needed to
account for the atmospheric effects and retrieve the true cloud top temperature [10,21,22].
Combining information from multiple bands is then useful for resolving uncertain cases.
In [23], it is reported how the TIR band can help to improve the performance of a combined
radiative transfer and Machine Learning method in doubtful cases for cloud and haze
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discrimination. In [24], the water vapour absorption band, used also for the Moderate
Resolution Imaging Spectroradiometer (MODIS) masks [19], is a way to identify cloud
cirrus in Landsat 8 images. The solar radiation, in fact, is partially absorbed in that band so
that the typical bright appearance of the cloud is maintained.

Figure 1. (Left) Thick cloud and thin cirrus real image from the Sentinel 3-SLSTR data archive
(S1 band). (center cirrus) and (right cumulus) generated through advanced artificial intelligence
models (developed by OpenAI, specifically DALL·E), illustrate idealized representations of these
cloud types to enhance specific features of cumulus and cirrus clouds, providing clearer insights into
their properties.

Hence, the availability of instruments with a large range of spectral bands is helpful in
dealing with some extensively studied issues of cloud identification e.g., clouds over sand,
snow or ice, whose spectra, in general, are similar in reflectance, cloud–haze discrimination,
semi-transparent thin cloud detection [25–27]. Nevertheless, traditional cloud detection
methods show difficulty to perform with high accuracy. They are limited to instruments
that are equipped with the required bands, are more effective at detecting high, thick clouds
than low, thin clouds. Thin cloud can be omitted above all cloud edges or when surfaces
have smooth texture or high reflectance [28,29].

Some relevant operational algorithms that provide advanced products for Landsat
8 and Sentinel-2 satellite imagery as well as NASA and ESA missions dedicated to Earth-
monitoring for environment surveillance and security [30,31], respectively, are listed below.
These two satellites and the methods developed are mentioned here because the results of
the latest Machine Learning algorithms are mainly compared with them. Furthermore, the
annotated cloud masks for their image archives are publicly available and used to train
and validate the more recent Deep Learning algorithms.

FMask [26,32–34] is an operational algorithm initially developed to discriminate be-
tween cloud and cloud shadows, and successively improved to include snow and water
detection. It is based on a single scene analysis where tests and thresholds are applied to
the image spectral bands according to the brightness and temperature characteristics of
clouds and cloud-free surfaces, and the darkness characteristics of cloud shadows. The
method was initially developed for Landsat 4 to 7 data, but was subsequently improved
and developed for Landsat 8 and Sentinel-2 data.

Another single-scene approach is Sen2Cor. This is an ESA processor consisting of five
modules [35] designed to correct Sentinel-2 Top-Of-Atmosphere products for the effects of
the atmosphere, and to output various second-level products, including scene classification
maps with cloud and snow probabilities. Labels are assigned to each pixel as a combination
of the confidence level of a set of threshold tests on spectral reflectance, ratios, and indices.

MAJA (Maccs-Atcor Joint Method) [36,37] was proposed by the National Centre for
Space Studies (CNES) in collaboration with Center d’Etudes Spatiales de la BIOsphère
(CESBIO). This is an example of a multi-temporal method that uses image time series to
detect cloud-covered pixels. The frequent satellite revisit of an area allows a local correlation
of pixel features. The algorithm is mainly based on a threshold of the temporal variation
of the reflectance in the selected bands, as the position and characteristics of clouds vary
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considerably over time in images over the same areas compared to surfaces with cloud-free
pixels. Some updates of the method are described in [38] where the major changes regard
cloud shadow detection. Cloud shadows are usually more evident in the IR band, the
variation of the vegetation cause also greater variations over time of the surface reflectances
in the NIR and SWIR bands than in the shorter wavelengths. Consequently, the authors
decided to use the red band that provided better results.

To exploit temporal information, addressing the inherent complexity and the need for
clear-sky pixel reference, long-term missions with open access to the satellite image archive
and adequate computing power are required.

Although the physical properties on which the rules are based allow the methods to be
easily applied to instruments with similar characteristics [27], all these methods generally
suffer from limitations as they rely on a priori knowledge to determine the test sets and
thresholds, and on the spectral difference between cloudy and clear sky.

3. Machine Learning Methods
3.1. Machine Learning Algorithms

Machine Learning (ML) has significantly advanced cloud masking, offering efficient
and accurate identification of complex cloud patterns in vast datasets like satellite imagery
and climate data [3,39]. These ML models, unlike traditional programming, autonomously
learn from data inputs and corresponding outputs, uncovering hidden correlations. This
learning process enhances cloud masking precision and efficiency, reducing the need for
extensive programming and deep expert knowledge.

Key to the success of ML in cloud masking is the use of labelled data, vital for training
models to discern between different cloud types and clear-sky regions. Labelled data
allows for data training and validation, conferring the output model knowledge inference
capabilities onto the application domain. On top of that, it aims to provide accurate
predictions for new, unseen data, increasing cloud mask reliability across various settings.
However, challenges persist in their application, as summarized in Section 6.

ML methods usually apply to cloud detection as a single-pixel supervised classification
problem, identifying classes like cloud, cloud-free, cloud shadow, land, or specific cloud
types. Common algorithms include artificial neural networks (ANN) [40–42], Support
Vector Machines (SVM) [43–46], and Random Forest (RF) methods [47,48], each capturing
intricate relationships between input features and output labels.

In the traditional ML algorithms, prior to analysis, satellite data can undergo prepro-
cessing to extract pertinent spectral bands and indices, which are then used as input for
these models. The final masks consist of pixel probabilities of belonging to predefined
classes or labels corresponding to the categories.

The features used are crucial for a successful classification, as well as the choice of a
representative training data-set. Observed radiative variables inherited by thresholding ap-
proaches, spectral signatures (BTs, temperatures, derived indices as Normalized Difference
Vegetation/Snow/Water indices), and cloud texture are some of the main characteristics
to identify differences between the radiative properties of clear and cloudy skies [44]. As
an example the 10 Sentinel-2 spectral bands are used to train the single-scene S2cloudless
method [49] with a pixel-based strategy, using gradient boosting decision tree. The final
cloud probability map can be converted to a cloud mask by fixing a threshold.

In [3], Li et al., deal extensively with the use of spectral, spatial, temporal, and multi-
source features in cloud detection algorithms of various types, with a focus on cloud
shadow detection. In [50], the authors use an SVM classifier to distinguish between cloud
types and land surfaces proposing a method to detect and remove thick clouds, which
constitute a significant portion of remote sensing data. Brightness intensity combined with
gradient of texture features are the main characteristics used to detect samples to train
the classifier. In [45], the SVM model was applied to high-resolution image data and this
allowed the use of more defined texture features in addition to spectral characteristics.
Ishida et al. [46] developed an SVM method to treat various cloudy combinations, and
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investigate on the effectiveness of the use of reduced amount of typical data to train the
model. The adaptability of the method to multiple conditions was demonstrated with
data from MODIS. Gomez-Chova et al. [51] introduced a semi-supervised SVM method
that showed good performance when the reference data did not adequately describe the
target classes. Random Forest algorithms have been applied to cloud identification by
using different splitting criteria, such as entropy, Gini index, and classification error [52,53].
Hollstein et al. [54] applied decision trees and Bayesian models for a ready-to-use cloud
detection algorithm using Sentinel-2 images. As an example of neural network applied
to clouds, in [55] the authors presented the Spatial Procedures for Automated Removal
of Cloud and Shadow (SPARCS) algorithm that uses neural networks and rule-based
post-processing for a multi-class cloud detection on Landsat images.

3.2. Advantages and Challenges of Traditional Machine Learning for Cloud Masking

One notable advantage of using traditional ML methods over thresholding-based ones
is their ability to manage complex and nonlinear patterns and provide good generalization
performance. This proves particularly valuable when dealing with intricate and variable
cloud patterns that defy simple rule-based models [56]. Using labelled data for training
enables these algorithms to understand cloud and clear-sky characteristics and generalize
this knowledge to new data. ML models, can handle noisy and large data-sets and high-
dimensional feature spaces. The examination of high-resolution satellite images and the
incorporation of multiple input features, permit the detection of small-scale cloud features
that can be overlooked by traditional rule-based methods.

However, there are challenges in their application. In very-high-resolution imagery,
the finer resolution, while providing more detail and thus greater spectral heterogeneity
in neighbouring features, can also increase the problematic nature of cloud edges and
thin clouds, as well as highlighting small bright objects on the ground that have the same
brightness as the clouds. In this case, for example, RF algorithms for cloud segmenta-
tion, which are trained from datasets of individual pixels with unrelated features in their
neighbourhood, perform worse than a convolutional neural network (CNN) that inherently
utilizes spatial context in addition to the spectral features of pixels.

Preparing extensive labelled data for algorithm training can be resource-intensive
and time-consuming, limiting its applicability in certain scenarios [57,58]. In addition, the
creation of adequate training data-sets is a significant challenge. It requires knowledge
of spectral properties of clouds as well as of image analysis methods. Furthermore, it
is difficult to consider all possible cloudy combinations in advance of constructing a
classifier, particularly for rare or localized conditions. Satellite images present various
spectral information, different spatial resolutions, and a great variety of complex land types,
which should be taken into account for the adaptability of the model. Additionally, the
performance of the sensor can limit the effectiveness of the model. For instance, the lack
of key wavelengths can make it difficult to find features that can reduce the frequency
of incorrect cloud discrimination. Finally, the lack of spatial information, in terms of
spatial correlation between neighbouring pixels, that is typical of single-pixel methods, can
significantly reduce accuracy.

These critical aspects of the traditional ML models are improved or overcome by
the application of Deep Learning methods. Deep Learning algorithms have excelled
in image classification due to their superior feature representation, enhancing the final
accuracy. Instead of manually choosing the appropriate characteristics of reference data,
these algorithms autonomously learn spatial and semantic features directly from training
data, reducing the subjectivity. The multi-layered architecture significantly amplifies the
richness and variety of extracted features, thereby elevating classification accuracy, as
discussed in the next sections.
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4. Deep Learning Methods
4.1. Deep Learning for Semantic Segmentation

Deep Learning enables the development of computational models structured with several
layers of processing. These models are capable of learning and identifying data representations
through various levels of abstraction [59]. Deep Learning architectures such as CNNs (Con-
volutional Neural Networks) and Fully Convolutional Neural Network (FCN) [60,61] have
significantly improved the results in cloud detection and masking [39,62]. Specifically, their
ability to effectively capture spatial patterns and structures from images, in addition to spectral
features, has led to more accurate image classification and segmentation algorithms [63–65].
In this subsection it is a brief overview of state-of-the-art Deep Learning methods for
semantic segmentation.

The hierarchical structure of CNNs, including convolutional, pooling, and fully con-
nected layers, enables them to learn increasingly complex features from the input data
by increasing the number of convolutional layers, automatically capturing in the cloud
case, spatial, and spectral characteristics, with the notable advantage of not depending
on domain experts for manual feature selection. The loss of resolution, i.e., of local and
global information due to pooling and subsampling operations of a basic CNN, make it less
suitable for semantic segmentation, which requires knowledge of more details to achieve
accurate pixel-level classification.

However, the research in this area has produced CNN-based architectures in the last
decade [65] that minimize the loss of global, local, and spatial information. Considerable
progress has been made in Fully Supervised methods whose main limitation is the need
for large volumes of annotated data for training purposes. Weakly supervised learning
approaches are a growing area of research that tends to overcome this limitation and
speed up the process, although their performance is currently inferior to that of supervised
methods, partly due to the coarser granularity of data annotations [66–68]. Generative
Adversarial Networks or GANs are generative/discriminative models capable of generat-
ing input-consistent images and acting as [69,70] classifiers, used as a weakly supervised
method to tackle the laborious task of generating pixel labels. Unsupervised Domain
Adaptation method, UDA, can be considered a special case of transfer learning, and the
strategy consists of adapting existing models from a source domain to a target domain
for which no labelled data exists. UDA approaches differ according to the adaptation
techniques used, e.g., self-training or Generative Adversarial Networks-based [65,71–73].

In supervised learning, fully convolutional neural networks (FCNs) represent a mile-
stone for pixel-wise end-to-end prediction masks. In FCNs, the substitution of fully con-
nected layers into convolutional layers enabled to obtain segmentation maps with the same
size as the input image but in general, spatially detailed information is lost.

The encoder–decoder two-stage structure is extensively used where the spatial in-
formation is recovered after having downsampled the feature map size, by gradually
resizing the spatial features in the upsample stage. Classic examples are the well-known
architectures U-Net [74] (Figure 2) and SegNet [75], designed for segmenting biomedical
images and natural images, respectively, and the more recent SFANet [76] and CANet [77].
The U-Net model has given rise to several variations in different fields such as UNet++,
a nested U-Net architecture proposed in [78] for medical images. High-Resolution Net-
work, HRNet, and its evolution Hrnetv2, which is more specific for semantic segmentation
applications [79], are designed with two multiresolution connected sub-nets to main-
tain the high-resolution image information through the parallel high-to-low convolution
streams. DeepLab and its later changes such as DeepLabv3+ are representative of a class
of models where dilated/atrous convolutions are introduced to enlarge the receptive
field of convolutions while maintaining the computational cost, enhancing the ability to
capture multi-scale contextual information critical for detailed segmentation tasks [80].
Differently from the previous examples, there are models that include the generation of
multi-resolution pyramid-based feature representations to better learn the global context
and detect objects at different scale: FPN, Feature Pyramid Network [81], and PSPNet,
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Pyramid Scene Parsing Network [82], are examples. They are based on multi-resolution
image analysis approach that is well suited to the multi-scale hierarchical architecture of a
deep CNN. In attention-based models, attention mechanisms are used to selectively focus
on relevant input information, even at different scales and positions as in [83]. Transformer
architectures [84], which have been successful in natural language processing and are
based on self-attention mechanisms, have also been introduced for semantic segmenta-
tion with the goal of capturing more contextual information than the receptive field of
an FCN allows. They can capture global interactions between elements in a scene, but
at a high computational cost when applied to the raw image. Vision Transformer (ViT)
like in [85] and Segmenter [86] are applied directly to sequences of image patches, with
efficient performance on reference image segmentation datasets and without the use of
convolutions. In contrast, other proposed architectures are combined with FCN, such as
Swin Transformer [87] and SETR [88].

Figure 2. U-Net architecture overview. The U-Net design, characterized by a contracting path
on the left and an expansive path on the right, forms a U-shaped structure. The contracting path
involves convolutional and pooling layers for feature extraction, while the expansive path employs
transposed convolutions to enable precise localization and reconstruction. Skip connections bridge
corresponding layers, aiding in the retention of fine-grained details. Courtesy of O. Ronneberger [74].

A large collection of datasets is available to train and evaluate the performance of
methods and models for semantic segmentation, that are used also for other computer
vision tasks such as classification and object recognition. The annotated data include
2D, RGB-D and 3D images, indoor/outdoor scenes, general and street scenes with a large
number of different object classes. The review [65] shows that the Intersection of Union, IoU,
that quantifies the overlap between the segmented region and the ground truth, averaged
(mIoU) over all methods included in the articles exceeded 70% on the PASCAL VOC
datasets [89] and Cityscapes [90] out of 14 data collections. Both datasets are considered
the gold standard for image segmentation. Furthermore, from both studies [64,65] came
the result that the state-of-the-art models led to a relative improvement of approximately
25% of the mIoU accuracy on the two datasets compared to the first FCN model.

This is a non-exhaustive overview of approaches developed in the domain of semantic
segmentation; deep learning cloud masking methods originate from many of them.

4.2. Deep Learning for Cloud Masking

The problem of generating pixel-wise cloud masks can be regarded as a semantic
segmentation task, whose algorithms are highly concerned with the semantic content of an
image and aim to classify each pixel into meaningful object classes (specifically cloud, clear
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sky, land, water, snow, haze and so on). Deep Learning architectures developed to segment
natural images form the basis for addressing this topic.

Some early works proved the potentiality of CNN for this task. For instance, the article
in [91] is an example of a study for the application of a simple CNN architecture to the
task of cloud masking; performed on multispectral Proba-V images, it was shown that the
approach was promising. Generally, CNNs are used for classification aims, but also for
segmentation tasks approached as a classification task when a pixel level is not required.
As an example, in [92] an improved version of the Simple Linear Iterative Clustering
(SLIC [93]) method is used to generate superpixels, on the basis of value similarity and
proximity. Patches extracted from the superpixels are fed into a specifically designed
deep CNN, dual-branch PCANet in [94] combined with an SVM classifier, responsible for
predicting their categorization a cloud/non-cloud. This approach strongly relies on the
accuracy of the image segmentation in superpixels.

Deep Learning algorithms for cloud detection at pixel-level provide labelled masks
typically employing techniques that learn and infer class labels based on high-level semantic
features directly from the raw input image. See Figure 3 as an example of masks.

Figure 3. Cloud masks for different scenes (rows) with varying conditions, obtained by three different
methods (columns). First column shows the original RGB images. Predicted masks and ground
truth are overlapped. Color legend for predicted cloud masks vs ground truth: yellow indicates
areas where cloud mask agrees with the ground truth, designating cloudy pixels (True Positives).
Orange denotes regions where cloud mask erroneously identifies cloud-covered pixels as clear land
(False Negatives). Blue highlights zones where cloud mask inaccurately classifies clear land as
cloud-covered areas (False Positives). Reflective pixels are left white in masks and ground truth when
they are not misclassified. Courtesy of López-Puigdollers [95].

U-Net-like architectures are well-suited for segmenting large images such as satellite
data and they are extensively used in cloud masking. U-Net architecture involves feature
detection and up-sampling, with the feature extraction phase growing in scale with each
max-pooling operation. In recent years, a considerable amount of work has been presented
in the literature where several methods for cloud masking are based on improved U-Net
and different semantic segmentation models. CS-CNN, a Cloud Segmentation model for
cloud masking was trained on MSG-SEVIRI images, in [96], and compared with RF models;
U-Net variations were proposed for cloud/snow and cloud/cloud-shadow segmentation,
respectively, in [97,98] and in [99] where the RS-Net model performance, for Landsat 8
images, was comparable to the reference FMask algorithm. In [100], the authors proposed
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the specialized architecture Cloud-Net, trained on Landsat 8 38Cloud dataset (labelled by
the authors), to capture global and local cloud features using specifically designed convolu-
tional blocks, leading to a better Overall Accuracy (proportion of correct predictions out
of all the predictions made by a model) than FMask. Francis et al. in [101] introduced the
CloudFCN, a U-Net model that was trained and evaluated on a high-resolution Carbonite-2
dataset (80 cm), manually annotated by the authors, and on the L8 Biome dataset [27,102]
from Landsat 8 level-1 images with annotations for different terrain types. CloudFCN
predicts cloudy/clear pixel masks, but can also provide mask of pixel cloudiness for cloud
amount evaluation, according to the user need. Relying on the texture characteristics of the
surface, its performance decreases when clouds are over ice/snow if high-resolution bands
are not available or only low-resolution RGB bands are included. Domnich et al. [103]
present the KappaMask processor based on a 5-level U-Net, designed to provide 10 m
resolution masks for Sentinel-2 images, at Northern European latitudes. It is an example of
multi-class segmentation (clear, cloud, cloud shadow, thin cloud, and invalid). KappaMask
was trained on KappaZeta Sentinel-2 annotated masks created by the authors and is freely
available, and on Sentinel-2 CloudCatalogue [104]. The authors provide a comprehensive
analysis of KappaMask’s performance compared to state-of-the-art rule-based and Machine
Learning methods. Key findings include KappaMask’s superiority in cloud and cloud
shadow detection with finer resolution (10 m) and a consistent reduction in false negatives
for the clear class. CDUNet (Cloud Detection UNet) is proposed in [105] to cope with a
better definition of cloud boundaries and fragmented clouds in cloud/cloud-shadow mask-
ing. The model improves detail feature extraction and feature fusion in upsampling steps,
achieving the best results in various standard performance indices among a significant
set of methods on SPARCS [55] datasets and selected Google Earth images. There are also
methods utilizing, as post-processing algorithms, the conditional random field (CRF)-based
method to improve boundaries via local features and distance information. The authors
in [106] applied a slightly modified version of the U-Net architecture to obtain cloud detec-
tion masks for very-high-resolution images. Manually annotated images over three regions
were used to train and validate the predicted cloud/non-cloud masks. Particular attention
was paid to the case of terrain characteristics that can lead to misleading detection at this
resolution; seasonality by choosing images from sites with different climate characteristics.
SegNet, is adopted in [107] to effectively process Landsat imagery, including cloud shadow
detection. Various architectures, such as MSCFF (Multi-Scale Convolutional Feature Fu-
sion) [108], MF-CNN (Multiscale Features-CNN) [109], CD-FM3SF [110], were designed to
work with multiscale feature extraction that, combined with FCN, performed more accu-
rately than single-scale feature-based methods. Moreover, the incorporation of augmented
atrous spatial pyramid pooling and fully connected fusion paths in FCN architectures
was presented for high-resolution remote sensing imagery in [111]. Li et al. [39] provide a
review of the most popular models and their modified versions for a more general cloud
detection objective and focusing on the architectural aspects. In order to capture a wider
information about global context, the authors in [112] present the U-shape Attention-based
Transformer Net, (UATNet). It includes two transformer structures that integrate spatial
and multi-spectral features. The model was trained and tested on the CRMSCD dataset,
China Region Meteorological Satellite Cloud images, which was created by the authors
taking images covering China, from the L1 data product of FY-4A labelled according to the
synchronized Himawari-8 image classification. The overall performance was comparable
to state-of-the-art FCNs-based and transformer-based models, on the same dataset, but it
was not tested on other datasets.

Some authors have focused their attention on the use of transfer learning technique.
When employing Deep Learning-based methods, it is essential to use an extensive, indepen-
dent set of labeled samples (ground truths) for training and testing purposes. This training
dataset must be sufficiently diverse, encompassing various characteristics relating to geo-
graphical locations, different seasonality, terrain types, balanced and class-representative
data, and, in addition, must have a considerable volume to achieve the full potential of
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Deep Learning. Consequently, the process of creating a verified dataset and developing a
cloud detection algorithm via Deep Learning is extensive. Transfer learning techniques can
capitalize pre-trained models on other datasets or tasks to initialize or fine-tune the Deep
Learning model, which can reduce the amount of labelled data and accelerate the training
process. Exploiting the existing labelled datasets of one satellite to train Deep Learning
models suitable for other satellites is the subject of the articles in [95,113,114]. The transfer
learning approach in [113] is applied between Landsat 8 and Proba-V sensors, that have
different but similar spatial and spectral features, taking advantage of the existing labeled
datasets. Different transfer learning strategies were experimented based on the distinction
between transductive/inductive [115] transfer learning, after having applied a domain
adaptation transformation from Landsat 8 to Proba V data. The results were compared
with FMask, MSCFF, and RS-Net reporting remarkable detection accuracy despite the
sensor differences. In [95,116], the authors trained U-Net based architectures, on Landsat 8
dataset to transfer the model to Sentinel-2 images. In [95] the authors present a modified
U-Net architecture with a moderate number of parameters, that gave rise to CD-FCNN
(CD-FCNN: U-Net with two different Sentinel-2 band combinations: VNIR, RGBISWIR
trained on the L8 Biome), which was part of the 10 cloud masking methods evaluated in
the first Mask Intercomparison eXercise (CMIX) [117]. The aim of the work in [95] was
twofold: to provide a model obtained from training on Landsat 8 data, to be applied to
Sentinel 2 images, and to highlight the dependence of the performance evaluation on the
datasets used for validation. The proposed model performance was competitive versus the
reference methods for Landsat 8 and Sentinel-2. In [118], an extension of GANs was used
to adapt the real Proba-V images to match the distribution of the transformed Landsat 8
data. These data and their ground-truths are used to predict clouds in Proba-V.

The different specifications of the sensors on board the various satellites generate data
that, even when the sensors are similar, are characterized differently. The previous works
have shown the need to adapt the data in terms of spatial and spectral characteristics,
e.g., by resampling operations or by discarding some spectral information, which leads
to a lack of immediacy in the transfer of models from one sensor to another, as well as a
lack of bands that may be meaningful for cloud detection. The sensor dependence of a
model is addressed by Francis et al. in [119]. The proposed Spectral Encoder for Sensor
Independence (SEnSeI) new architecture, represents a notable advancement in remote
sensing applications and in cloud masking in particular, functioning as a preprocessing
module that translates data from various sensors into a unified format. In this way, a model
can operate on the data regardless of the type of sensor that produced it. Unlike methods
like transfer learning, SEnSeI does not adapt pre-trained features but rather integrates data
from multiple sources, creating a broadly applicable model across different sensors. This
approach is particularly useful in standardizing multi-spectral data, thus overcoming the
challenge of sensor-specific data variability. This approach can have an immediate spin-off
in the design of supervised cloud detection models prior to the launch of new satellites.
The pre-existence of data and their ground truths, is a necessary requirement to develop
Deep Learning cloud segmentation models for new satellites. This limits the application of
such methods to the time of the data availability and implies the use of more traditional
methods that have a higher portability, although they are less accurate, until the satellite
becomes operational. Alternatively, one could consider models trained on sensor data
with similar characteristics to those to be launched, using a transfer learning approach,
or exploit the advantages offered by SEnSeI by taking the data regardless of the type of
source sensors.

4.3. Datasets and Performance Metrics

It is common to assess the result of a masking method by measuring its agreement
with reference ground truths, which can be manually or tool-supported annotated masks,
the most popular of which are summarized in Table 1, or validated cloud masks released as
official satellite products.
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Table 1. Summary of the most used datasets.

Dataset Geo-Distribution Number of Scenes

Landsat 8 (30 m)

L8_SPARCS [55] Worldwide 80
L8_Biome [27] Worldwide 96
L8-38Cloud [100] USA 38
L8-95Cloud [120] USA 95

Sentinel-2 (10 m)

S2-Hollstein [54] Europe 59
S2-BaetensHagolle [121] Worldwide 35
CESBIO [38] Europe 30
S2-CloudCatalogue (20 m) [104] Worldwide 513
KappaZeta [103] Northern Europe 150
CloudSEN12 [122] Worlwide 49,400
WHUS2-CD [123] China 32

Gaofen1 (16 m)

GF1_WHU [124] Worldwide 108
Levir_CS [125] Worldwide 4168

Training Deep Learning models requires sets of annotated data, not only for training
purposes but also for evaluating and comparing their performance. However, the datasets
currently available have inconsistent characteristics. They are often created without stan-
dard protocols, and experts annotate images either by visual inspection or with the aid
of tools (e.g., eCognition, Active Learning for Cloud Detection (ALCD) [38], Intelligently
Reinforced Image Segmentation (IRIS) graphical user interface [126]). Moreover, there is
no universal definition of a cloud, leading to variations in handling ambiguous scenarios
like cloud boundaries, thin clouds, and cloud shadows across different teams. Factors
like the unit of labeled sample, geographic coverage, number of annotated classes, and
spatial resolution vary, impacting the evaluation and comparison of models or masks with
different datasets.

CloudSEN12 [122] represents a significant advancement in addressing these issues.
It is a recent, global, multitemporal dataset designed for Sentinel data. Its strengths lie in
its extensive data volume, variety, inclusion of different cloud types including thin clouds
and shadows, and a meticulous annotation process with quality control. Additionally,
it provides temporal images of the same locations under varying weather conditions,
enhancing its utility and overcoming many limitations of existing datasets.

An extensive overview of current annotated data collections, in addition to those
mentioned in Table 1, can be found in [3,39]. A different approach to the creation of training
datasets is presented in [127]. The authors introduce an open-source tool for the generation
of various synthetic cloud types that is useful for different tasks, such as masking and cloud
removal, without annotation costs. It has been shown that, in terms of performance, a good
strategy is to perform training and evaluation using both simulated and real data.

To evaluate, validate and compare the performance of predicted masks and segmen-
tation models, a framework of metrics is needed in addition to ground truth masks. The
most popular metrics to quantify the accuracy of the segmentation models are summarized
in Table 2. They are derived from the Confusion Matrix, determined on all pixels of the
images in the dataset.
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Table 2. Summary of evaluation metrics.

Metric Formula Description

Overall accuracy (OA) TP+TN
TP+TN+FP+FN

Proportion of TP and
TN detected out of all
the predictions made
by the model.

Balanced OA 0.5 ∗ ( TP
TP+FN + TN

TN+FP )
Index of the model’s
ability to predict both
classes.

Precision (UA) TP
TP+FP

Proportion of TP
detected out of all
positive predictions
made by the model.

Recall (PA) TP
TP+FN

Proportion of TP that
have been detected out
of all actual positives.

F1-score 2×Precision×Recall
Precision+Recall

Harmonic mean of
recall and precision.

Intersection of Union (IoU) or Jaccard Index TP
TP+FP+FN

Widely used for
semantic
segmentation,
measures the overlap
between predicted and
actual positive.

Omission Error FN
TP+FN

Proportion of actual
positives missed by
the model out of all
actual positives.

Commission Error FP
FP+TN

Proportion of negative
instances incorrectly
identified as positive
by the model
(overdetection).

TP (True Positive) = # of pixels for which the model produced a correct prediction of a positive class. TN (True
Negative) = # of pixels for which the model correctly predicted a negative class. FP (False Positive) = # of pixels
for which the model incorrectly predicted a positive class, when it was negative. FN (False Negative) = # of pixels
for which the model incorrectly predicted a negative class when it was positive.

OA might be biased when the dataset is not balanced; in this case BOA or mIoU
are preferred. BOA is the average of true positive rate and true negative rate. mIoU is
computed by the average of the IoU (also Jaccard index) on the dataset images. This metric
takes into account false positives and false negatives contrary to the OA. Recall PA (also
Producer’s Accuracy) is a complement to the Omission Error, while precision UA (also
User’s Accuracy) is a complement to the Commission Error. High PA values are obtained
by methods that are negative conservative that for cloud/cloud-free classification, it means
that the masks tend to be cloud-free conservative, while for high UA values they tend to be
positive conservative (cloud conservative). F1 takes into account both precision and recall,
its a good index when both metrics have the same weight.

It is worth noting that the quantitative assessment of the accuracy of methods are
highly dependent on the reference datasets, as was highlighted in studies carried out
in [95] and in CMIX [117]. In CMIX is also shown that the accuracy achieved by reference
algorithms for cloud masking proves to be quite satisfactory although variable across all
datasets. In CMIX, 10 algorithms, including traditional thresholding, Machine Learning
and FCN-based methods for Sentinel-2 and Landsat 8 images (including Fmask, Sen2core,
MAJA, S2cloudless, CD-FCNN), were compared on five cloud reference datasets. The
BOA of the methods across the datasets ranged between 80.0 ± 5.3% and 89.0 ± 2.4% for
Sentinel-2 and between 79.8 ± 7.1% and 97.6 ± 0.8% for Landsat 8, with an improvement



Appl. Sci. 2024, 14, 2887 13 of 20

in the algorithm OA from +1.5% to 7.4% when more challenging cases were omitted from
the datasets.

5. Most Significant Challenges Related to Data Quality and Labelled Data

The efficacy of Machine Learning and Deep Learning in cloud detection and masking is
intrinsically linked to the use of labelled data. These data are crucial for training and testing
models to differentiate cloud types and cloudy/clear-sky regions. Enhanced generalization
abilities of models trained on labelled data ensure accurate predictions on unseen data,
bolstering the reliability of cloud masks in various scenarios.

However, obtaining and labeling extensive datasets is resource-intensive. Tech-
niques like transfer learning [115], data augmentation [128], and active learning [129]
have emerged as solutions to mitigate this challenge. They reduce the need for large
labelled datasets, enhance the diversity of training data, and optimize the labeling process.

Despite these advancements, several significant challenges persist:

• Quality of satellite imagery: Factors such as atmospheric interference and sensor
noise affect the accuracy and reliability of satellite imagery. Pre-processing techniques
improve input data quality but can introduce uncertainties [130,131].

• Variability of the publicly available annotated datasets: Publicly available annotated
datasets are used for the training and testing of models. The development of large,
high-quality datasets requires expertise and time-consuming processes; inconsistent
labeling, especially in ambiguous situations, complicates model training and eval-
uation [95]. In addition, the resulting annotated masks are generally specific to a
particular sensor. Different formats, resolution, variability of class types, different data
volume, non exhaustive geographic scene distributions, are some factors that charac-
terize most of the currently available annotated masks, besides the lack of thin clouds
or cloud shadows labels. This leads to an uneasy utilization of the available amount of
data. Finally, not all the reference data used by some developers are freely available.

• Diversity of labelled data: The diversity of the labelled data is another important
factor that affects the accuracy and generalization performance of the model. The
labelled data should be diverse enough to capture the variability and complexity of
cloud patterns and atmospheric conditions. However, it can be challenging to obtain
diverse labelled data, especially for rare or extreme cloud events.

• Data imbalance: Another challenge is the imbalance between cloud and non-cloud
regions in the input data. Cloud regions are often less frequent than non-cloud
regions, which can lead to bias and poor model performance. Techniques such as data
augmentation and sampling can help to address this issue, but they can also introduce
new sources of error and uncertainty.

• Sensor-dependent data: each dataset is linked to the spatial and spectral characteristics
of the source sensor.

Future research should focus on improving and developing new Deep Learning
techniques that address these challenges.

6. Challenges and Future Prospects in Cloud Masking Applications

Cloud detection and masking play pivotal roles in the process of cloud and atmo-
spheric correction for remote sensing data. Employing techniques based on spectral, spatial,
temporal, or contextual criteria (or their combinations) is commonplace for identifying
and eliminating pixels affected by clouds, cloud shadows, or haze. However, this intricate
process is susceptible to errors and uncertainties, presenting challenges such as cloud
misjudgement with other elements. These challenges can significantly impact subsequent
analyses and applications. Despite these difficulties, there exists a promising avenue for
enhancing cloud masking techniques. Future prospects involve the development of ad-
vanced and robust cloud detection and masking methods capable of handling complex
cloud scenarios by leveraging multiple sensors and platforms.
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The accuracy of cloud segmentation has been improved with the introduction of
Machine Learning methods, but in particular with the exploitation of the advantages
offered by the inherent properties of Deep Learning. The dependence of these methods
on the availability of large reference datasets for training and testing curbs the potential
of the approach to date. Furthermore, the development of cloud segmentation methods
for multi-sensor images is currently slowed down by the close relationship between the
images and the characteristics of each sensor. It requires extensive reference data to train
the models. Improvements in transfer learning techniques and data adaptability can benefit
to address the problem. An important step forward in this direction is represented by the
work in [119], where the sensor independence of a model is highlighted to make better
use of existing data, increase the efficiency and applicability of models, and ultimately
contribute to more effective and versatile remote sensing analysis.

Finally, the implementation of rigorous and reliable quality assessment and validation
techniques emerges as a crucial aspect to measure the quality of corrected data and support
informed decision-making processes.

To conclude, some considerations that recent studies have highlighted in assessing
environmental and economic costs. The energy consumption of Deep Learning methods,
which are crucial for processing large datasets, is often assumed to increase exponentially
with the growth in the number of parameters [132]. However, this perspective shifts when
focusing on inference costs rather than training costs. Inference, due to its multiplicative
factors, accounts for a significant portion of computing effort in AI applications, including
cloud masking. Contrary to expectations, for a sustained increase in AI performance,
particularly in areas such as computer vision and natural language processing relevant
to remote sensing, there is a much softer growth in energy consumption [133]. This can
be attributed to both algorithmic innovations and advancements in hardware, which
not only offer higher FLOPS but also bring significant energy efficiency optimizations.
These developments suggest that while the initial environmental impact and costs of
advanced techniques might be high, their long-term efficiency and cost-effectiveness are
enhanced by these technological improvements. Despite this, the increasing pervasiveness
of AI in various applications, including remote sensing, could potentially multiply the
overall energy consumption, a factor that must be carefully considered in the broader
environmental impact assessment [133]. Future work in cloud masking should increase
performance evaluations from this point of view as well, and not only from the point of
view of quantitative accuracy estimation, which is the most popular way so far.

7. Conclusions

The integration of Machine Learning and Deep Learning methods for cloud masking
holds significant promise, offering considerable advantages over traditional approaches
such as the thresholding-based method. Ongoing advancements in Deep Learning, in-
cluding unsupervised and semi-supervised learning techniques, along with the creation of
specialized architectures designed for cloud detection tasks, suggest a trajectory toward
even more precise and reliable results. The utilization of Deep Learning has already demon-
strated substantial enhancements in accuracy, with further refinements expected as novel
techniques and architectures emerge. However, a critical consideration lies in the usability,
amount, and quality of labelled data. The process of acquiring and labeling substantial
datasets can be resource-intensive, potentially limiting the method’s applicability. Addition-
ally, the efficacy of the model can be influenced by their quality, as inaccurate or inconsistent
labels may introduce noise and bias during training. Consequently, ongoing research is
imperative to devise strategies that address challenges related to the data. Investigations
should explore the potential of transfer learning techniques, exploiting pre-existing labelled
datasets or models. This approach holds promise in diminishing the labelled data require-
ments for model training while enhancing accuracy and efficiency. Weakly supervised
and unsupervised learning is a promising area of research for general image segmentation,
which may also have positive implications in the field of remote sensing, overcoming the
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problematic need for ground truth. Another avenue for research involves the development
of ways to make the existing and new models, nonspecific to a given sensor. In summary, as
Deep Learning techniques advance and specialized architectures for cloud detection evolve,
these methods are expected to become more accurate, efficient, and widely applicable in
the future.
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